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Abstract

Although the frequency of Internet worm’s outbreak is decreased during the past ten years, the impact of worm on people’s
privacy security and enterprise’s efficiency is still a severe problem, especially the emergence of botnet. It is urgent to do more
research about worm’s propagation model and security defense. The well-known worm models, such as simple epidemic
model (SEM) and two-factor model (TFM), take all the computers on the internet as the same, which is not accurate because of
the existence of network address translation (NAT). In this paper, we first analyze the worm’s functional structure, and then we
propose a three layer worm model named three layres worm model (TLWM), which is an extension of SEM and TFM under NAT
environment. We model the TLWM by using deterministic method as it is used in the TFM. The simulation results show that the
number of NAT used on the Internet has effects on worm propagation, and the more the NAT used, the slower the worm spreads.
So, the extensive use of NAT on the Internet can restrain the worm spread to some extent.
Keywords worm propagation, model, TLWM, NAT
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Introduction

A computer worm is a self-replicating computer program. It
uses network to send copies of itself to other nodes
(computers on the network) and it may do so without any user
intervention. Unlike a virus, it does not need to attach itself to
an existing program.
The first known worm appeared in the wild was the Morris
worm in 1988. Since then, new worms appeared frequently [1].
In 2001, the Code Red and Nimda worms quickly infected
hundreds of thousands of computers, causing millions of
dollars loss to our society [2]. The slammer worm appeared
on January 25th, 2003, and quickly spread throughout the
Internet. Thereby, the security threats caused by network
worms have increased dramatically. In 2007, The Storm
Worm began infecting thousands of (mostly private)
computers in Europe and the United States. In 2008, the worm
Conficker was detected. It is now believed to be the largest
computer worm infection since the 2003 SQL Slammer.
A functional division of Internet worm is mainbody
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function and auxiliary function [2]. The mainbody function
module is composed of four parts. That is information
collection module, probe module, attack module and
self-propagating module. The information collection module
decides which algorithm should be adopted by the worm to
search information on local and remote network. The content
of the information includes local system information, user
information, mailing list, border router’s information and so
on. The information can be shared by other individuals, solely.
Probe module is responsible for the host’s detection of
frangibility, and then decides which attack mode should be
taken. The attack module uses obtained security vulnerability
to build propagation route. Such module is open and
extensible on attack method. The self-propagating module can
use different measures to generate different worm copy, and
transmit the worm copy to different hosts.
It is necessary to study the worm’s spread process from
different viewpoints. So, an analytical worm propagation
model is needed. The purpose of the worm model is to
identify the weakness in the worm spreading chain and
provides accurate defending measure for the epidemiology
research. We can study the worm’s behavior by an accurate
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and effective worm model. The large-scale worm infestations
appeared in the last several years have triggered several
efforts to model worm spread. A majority of worm
propagation models are based on deterministic epidemic
models [3]. It can simulate the worm propagation in
large-scale network environment well. It derives from the
epidemiology area. In epidemiology area, both stochastic
models and deterministic models exist for modeling the
spreading of infectious diseases. Stochastic models are
suitable for small-scale network with simple virus dynamics,
while deterministic models are suitable for large-scale
network under the assumption of mass action, relying on the
law of large number. Here, we only consider deterministic
model for worm propagation. And we do not take the network
topology into account, although it is an important aspect to
research the worm propagation.

2

Related work

In the past years, some excellent and novel worm models
have been proposed. Zou et al. analyze two typical worm
models SEM and Kermack-Mckendrick (KM) model, and
propose a new model named two-factor worm model [3]
which takes human countermeasure and network congestion
into account. Later, Zou et al. analyze different scan strategies
affecting worm’s propagation [4]. Chen et al. present a new
deterministic approximation model, named analytical active
worm propagation (AAWP) model by probability theory [5].
Su et al. propose a worm model by dividing the Internet into
different groups based on TFM [6], and then they analyze the
effect of firewall on the propagation of Internet worm [7–8].
Wang et al [9]. study the worm propagation from the
eigenvalue viewpoint, and propose a threshold value of worm
outbreak. Okamura present a Markovian model method to
analyze worm’s spread [10]. Kamra A et al. discuss worm
propagation in IPv6 work, and study the effect of DNS delays
on worm propagation [11].
Most of the model considered the worm’s spread from the
overall point of view. Few models calculate the local factors’
effects to the worm propagation, such as firewall, NAT and
intrusion detection system (IDS). With the extensive use of
these devices, it more or less affects the worm’s propagation.
Xing et al. propose a worm model under NAT environment
based on AAWP worm model [12], which can only reflect the
worm propagation trend. We cannot get the effects of NAT on
the worm spread from this model.

3
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Epidemic model introduction

In the epidemiology research, the mathematic theory
concerning the infectious disease is well understood. As to the
similarity of infectious disease and worm propagation, we can
use the theory to study the spread of Internet worm. In this
section, we briefly introduce three kinds of epidemic models.
According to epidemiology modeling, hosts that can be
infected by worm are called susceptible hosts; hosts that have
been infected and can infect others are called infectious hosts;
hosts that are immune such that they cannot be infected are
called removed hosts. In this paper, we will use the same
terminology for Internet worm modeling.
We list the notations used in this paper as follows:
1) S (t ) : the number of susceptible hosts at time t.
2) I (t ) : the number of infectious hosts at time t.
3) R(t ) : the number of removed hosts from infectious

hosts at time t.
4) Q(t ) : the number of removed hosts from susceptible
hosts at time t.
5) N: the number of hosts in the system.
6) J (t ) : the number of infectious hosts including removed
hosts at time t.
7) β (t ) : the infection rate.
3.1

Simple epidemic model

In simple epidemic model, each host stays in one of two
states: susceptible or infectious. The model assumes that the
system is homogeneous—each host has the equal probability
to contact any other hosts in the Internet. Once a host is
infected by a worm, it remains in the infectious state forever.
Thus the number of contacts between infectious hosts and
susceptible hosts is proportional to S (t ) I (t ). Based on
assumptions, the simple epidemic model for a finite
population is
dI (t )
= β I (t )[ N − I (t )]
(1)
dt
where β is called the pairwise rate of infection. At t =0,
I (0) hosts are infectious and the other S (0) = N– I (0)

hosts are all susceptible.
3.2

KM model

KM model takes the removal process of infectious hosts
into consideration. It assumes that during an epidemic of a
contagious disease, some individuals can be either recover or
die, and thus they are immune to the disease forever.
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Therefore, in this model each host stays in one of three states
at any time: susceptible, infectious, or removed. Each host
either makes the state transition ‘susceptible → infectious →
removed’ or remains in ‘susceptible’ state all the time.
Based on the simple epidemic model Eq. (1), the KM
model is
dI (t )
⎫
= β I (t )[ N − J (t )]
⎪
dt
⎪
(2)
dR (t )
⎬
= γ I (t )
⎪
dt
⎪
J (t ) = I (t ) + R (t ) = N − S (t ) ⎭
where γ is the removal rate of the infectious hosts.

3.3

65

⎫
⎪
⎪
⎪
⎪
⎪
⎪
(6)
⎬
⎪
η
I (t ) ⎤
⎪
β (t ) = β 0 ⎢⎡1 −
⎪
⎥
N ⎦
⎣
⎪
N = S (t ) + I (t ) + R (t ) + Q(t )
⎪
⎪
I (0) = I 0  N ; S (0) = N − I 0 ; R
（0）= Q
（0）= 0 ⎭
The dynamic curves of I (t ), J (t ), S (t ) are shown in Fig. 1.
dS (t )
dQ (t )
= − β (t ) S (t ) I (t ) −
dt
dt
dR (t )
= γ I (t )
dt
dQ (t )
= μ S (t ) J (t )
dt

Two-factor model

Former worm models neglect the dynamic effect, such as
human countermeasures on worm behavior and the change of
infection rate during infection. The two-factor worm model
considers the two factors: human countermeasures and
decreased infection rate.
In order to consider the two factors, the change in the
number of susceptible hosts S (t ) from time t to time t + Δt
follows the equation:
dS (t )
dQ(t )
= − β (t ) S (t ) I (t ) −
(3)
dt
dt
and the infectious hosts from t to t + Δt are:
dI (t )
dR(t )
= β (t )[ N − R(t ) − I (t ) − Q (t )]I (t ) −
(4)
dt
dt
From the analysis above, we know that the two-factor
worm model is more accurate. When the infection rate β (t )
becomes constant and do not consider the removal process
from susceptible population, i.e., Q (t ) = 0 , the two-factor
worm model can be degenerated to KM worm model. β (t ),
Q(t ) and R (t ) are dynamic factors. The equations of
β (t ), R(t ) , Q(t ) , S (t ) are as follows:
η

⎫
⎪
⎣
⎪
⎪
dR (t )
= γ I (t )
⎪⎪
dt
⎬
dS (t )
dQ(t ) ⎪
= − β (t ) S (t ) I (t ) −
dt
dt ⎪
⎪
dQ(t )
⎪
= μ S (t ) J (t )
⎪⎭
dt

β (t ) = β 0 ⎡⎢1 −

I (t ) ⎤
N ⎥⎦

(5)

Using the equations above, the complete two-factor worm
model is:

Fig. 1 Two-factor model

4
4.1

Effect of NAT on worm propagation
Influence of NAT on worm propagation

Network address translation is a mechanism of replacing IP
address information in packet headers while in transit across a
traffic routing device for the purpose of remapping a given
address space into another. Nowadays, it is widely used in
IPv4 network. However, most of the worm models do not take
NAT into account. They assume that all the hosts on the
Internet are the same. Infected hosts in the system can reach
any vulnerable host directly. However, this is not the case at
all. Considering the hosts behind the NAT, an infected host
cannot infect this kind of hosts directly, because it cannot get
its accurate IP address. The IP address of the hosts behind
NAT is private. We call this kind of host ‘inner host’. The
hosts except inner hosts and NAT hosts are outer hosts. To
compromise the inner hosts, the infected host must infect the
NAT host first, and then, the NAT hosts can use some scan
strategies to infect the inner hosts. Therefore, if we model the
behavior of worm propagation, NAT hosts should be taken
into consideration to improve the accuracy of the model.
The structure of the propagation model in this case is
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shown in Fig. 2. The rectangle represents the NAT hosts. The
black circle is the inner hosts. Other circles denote the routers
and outer hosts.

shown in Fig. 3.

Fig. 3 The three layers of TLWM

Fig. 2 The structure of NAT environment

4.2

Worm model under NAT environment

From Fig. 2 we can easily understand the worm propagation
with the existence of NAT. In this section, we use differential
equation to model the worm propagation under this condition
based on simple worm model and two-factor worm model.
Here, we make some assumptions about this model. The hosts
and routers except the inner hosts are outer hosts. The NAT
hosts are also taken as outer hosts. We assume that the NAT
hosts distribute in the propagation system homogeneously.
The NAT hosts are infected at discrete time during the worm
propagation. We assume that the time at which the NAT hosts
be infected is uniformly distributed after the worm’s outbreak.
The worm propagation in inner hosts follows simple worm
model.
We model the worm propagation under NAT environment
named three layers worm model (TLWM). The model divides
the Internet hosts into three layers. The outer hosts belong to
the first layer. The NAT hosts and inner hosts compose the
second and the third layer respectively. In the first layer, the
worm spread on the Internet without considering NAT hosts
and inner hosts. We can model this case by simple worm
model or two-factor worm model. The notations in this layer
are the same as the notations in the two models. The second
layer describes the worm propagation in NAT hosts. NAT
hosts will be infected during the worm propagation in the first
layer at discrete time. The third layer shows worm
propagation in inner hosts after the corresponding NAT hosts
infected. The infected hosts in three layers interact with each
other. That is an infected hosts in the first layer can infect
hosts in the second layer. But it cannot infect hosts in the third
layer. The infected hosts in the second layer can infect hosts
in the first layer and hosts in the corresponding third layer.
The infected hosts in the third layer can infect hosts in the
three layers. The interaction of the three layers of TLWM is
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We define notations added in TLWM model as follows:
1) β : the infection rate of the hosts in the first layer.
2) β ′ : the infection rate of the hosts in the second layer.
3) β ′′ : the infection rate of the hosts in the third layer.
4) p: the probability a NAT host is infected.
5) I n (t ) : the number of infected NAT hosts at time t.
6) I k (t ) : the number of infected inner hosts behind the k
NAT at time t.
7) N k : the number of hosts behind each NAT host.
The definitions of each notation are given as follows:

β=

η

(7)

232

β′ = p
β ′′ = p

η

(8)

232

η

(9)

232

dI (t ) ⎡ β I (t ) + β ′I (t ) + β ′′I (t ) ⎤
∑j j ⎥ [ N − I (t )]
n
=
⎣⎢
⎦
dt
I = I (t ) + I n (t ) + ∑ I j (t )

(10)
(11)

j

We consider infection process of worm in NAT hosts as a
stochastic process. We model the worm propagation on the
inner hosts by the simple worm model. Note that the
beginning time of worm’s outbreak in behind NAT is
depending on if the NAT host is infected.
dI k (t )
= β ′′[ I k (t ) + 1][Ψ − I k (t )]
(12)
dt
According to the same principle, we also can derive
corresponding equations from two-factor worm model. We
use the same definition of β , β ′ , β ′′ . For the worm
propagation on outer hosts, the process of modeling is as
follows:
S (t + Δt ) − S (t ) = − ⎡ β I (t ) + β ′I n (t ) + ∑ β ′′I j (t ) ⎤ S (t )Δt −
⎢⎣
⎥⎦
j
dQ (t )
Δt
⇒
dt
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S (t + Δt ) − S (t ) = − ⎡ β I (t ) + β ′I n (t ) + ∑ β ′′I j (t ) ⎤ S (t )Δt −
j
⎣⎢
⎦⎥
dQ(t )
Δt
dt

⇒

dS (t )
dQ (t )
(13)
= − ⎡ β (t ) I (t ) + β ′I n (t ) + ∑ β ′′I k (t ) ⎤ S (t ) −
j≠k
⎣⎢
⎦⎥
dt
dt
Note that S (t ) + I (t ) + R (t ) + Q (t ) = N holds for any time
t. Substituting S (t ) = N − I (t ) − R (t ) − Q (t ) into Eq. (13)
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For parameters N = 1 100 000 , I 0 = 1 , η = 350 , β =
8.149 1 × 10−8 , β ′ = 8.149 1 × 10−13 , β ′′ = 8.149 1 × 10−13 , m =

1 000 , we obtain the numerical solutions for TLWM model
and plot it in Fig. 4.

yields the differential equation describing the behavior of the
number of infectious hosts I (t ) as
dI (t ) ⎡ β (t ) I (t ) + β ′I (t ) + β ′′I (t ) ⎤
∑
n
k
=
⋅
⎢⎣
⎥⎦
j≠k
dt
dR(t )
(14)
[ N − S (t ) − R(t ) − Q(t )]−
dt
The model of worm propagation on inner hosts can
simply use the TFM. So the TLWM based on TFM is:
dI (t ) ⎡ β (t ) I (t ) + β ′I (t ) + β ′′I (t ) ⎤
⎫
∑
n
k
=
⋅
⎪
⎢⎣
⎥⎦
j≠k
dt
⎪
dR (t )
⎪
[ N − S (t ) − R(t ) − Q (t )]−
⎪
dt
⎪
dI j (t )
dR (t )
= β ′′(t )[Ψ − R j (t ) − I j (t ) − Q j (t )]I j (t ) − j ⎪
dt
dt ⎪
⎪
dR (t )
⎪
= γ I (t )
⎪
dt
⎪
dQ(t )
⎪
= μ S (t ) J (t )
⎬
dt
⎪
η
η ⎡ I (t )
⎤
⎪ (15)
β = 32 ⎢1 −
+Ψ ⎥
⎪
2 ⎣
N
⎦
⎪
η
⎪
⎤
η ⎡ I j (t )
β ′ = p 32 ⎢1 −
+Ψ ⎥
⎪
2 ⎣
N
⎦
⎪
η
⎪
⎤
η ⎡ I j (t )
⎪
β ′′ = p 32 ⎢1 −
+Ψ ⎥
⎪
2 ⎣
N
⎦
⎪
I = I (t ) + I n (t ) + ∑ I j (t )
⎪
j
⎭

5

Fig. 4 Numerical solution of TLWM

In order to well understand the effects of NAT on worm
propagation, the impact of the number of NAT is presented in
Fig. 6. The dotted line is the worm propagation curve
when m is 10. The solid line is when m is 100. So we can get
that the more the value of m is, the faster the worm propagates.
It is consistent with the conclusion in Ref. [13]. The Code
Red v2 worm propagation curve is shown in Fig. 5 for
comparison. We can see the TLWM model reflects the worm’s
propagation trend well, and it can well explain the effects of
NAT on worm propagation quantitatively. What is the most
important is it reflects the worm spread on a more real
network environment accurately.

Simulations

In the simulation, we reflect the effects of NAT on worm
propagation based on the model in Eq. (10). The model does
not have analytical solution. We use Matlab simulink to
simulate the model we proposed above.
In order to simplify the TLWM worm model, we assume
that the number of hosts behind each NAT is the same. There
are m NAT hosts in the system. Then the worm model in
Eq. (10) can be written as follows:
dI (t )
= [ β I (t ) + β ′I n (t ) + mβ ′′I j (t )][ N − I (t )]
(16)
dt

Fig. 5

The propagation of Code Red v2 worm

This model can well describe the worm propagation under
NAT environment. According to adjust the value of m, we can
see the effect of NAT on worm propagation is mainly on the
ascending stage. The model proposed in Ref. [12] can only
show the propagation trend like Fig. 4. It cannot demonstrate
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worm propagation change when different number of NAT
used in the network.
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Effect of NAT sizes on worm propagation

Conclusions

In this paper, we analyze the structure of Internet worm,
and propose a three layer worm propagation model named
TLWM to characterize the spread of the worm. This model
represents the worm propagation under NAT environment.
The first layer represents the hosts and routers on the Internet.
The second layer is composed by the NAT hosts. The third
layer is the hosts under each NAT. The infection rate between
different layers is different. So the worm propagation under
this environment is quite different from the homogeneous
worm propagation.
The purpose of the TLWM is to get useful information
about the effects of NAT on worm propagation. We can use
the corresponding parameters to simulate other worms.
Although previous worm model is more general, they do not
take some network device into account. We model the TLWM
with the same method as it is in TFM. In order to analyze the
effects of NAT on worm propagation, we simulate it with
different number of NAT hosts used in the system. The result
shows that the use of NAT hosts will affect the beginning time
of worm’s outbreak.
Here, we only discuss the NATs which are homogeneous.
With the development of new technologies, a majority of
NATs are realized by NAT box which owns different OS and
protocol stack. Therefore, as part of our ongoing work we are
working on more complicated NAT environment and the
development of effective defense techniques using the
knowledge of worm propagation.
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